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DETAILED ACTION 
Continued Examination Under 37 CFR LI 14 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 . 1 7(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1 . 1 14, and the fee set forth in 37 CFR 1 .1 7(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 13 March 2006 has been entered. 

2. Claims 29-57 have been presented for examination. 

Response to Arguments 

3. Applicant's arguments, see pages 9 and 10, filed 13 March 2006, with respect to claims 
29-35 and 52-57 have been fully considered and are persuasive. The 35 U.S.C. 1 12 rejection of 
claims 29-35 and 52-57 has been withdrawn. 

4. Applicant's arguments with respect to claims 29-57 have been considered but are moot in 
view of the new grounds of rejection. 

5. See further rejections that follow. 

Claim Rejections - 35 USC §103 

6. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

7. Claims 29, 31, 32, 52, and 54 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent 6,612,044 to Raab et al., hereinafter Raab in view of U.S. Patent Application 
Publication No. 2001/0037450 to Metlitski et al., hereinafter Metlitski, and in further view of 
U.S. Patent No. 6,766,350 to Moreau, hereinafter Moreau. 
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8. As per claims 29 and 52, Raab discloses a method for authorizing execution of an object 
on a computer system comprising: 

(a) selecting an executable object on the computer system (column 11, lines 52-65, i.e. 
executable programs); 

(b) inserting a first identifier into a steganographic zone of the object, wherein the first 
identifier and the stenographic zone of the object are formed by the computer system and the first 
identifier prevents execution of the executable object (column 1 1, line 52 to column 12, line 7, 
i.e. insert an executable program site identifier which prevents the program from being executed 
at multiple sites); and 

(c) comparing the first identifier in the steganographic zone to a second identifier each 
time the object is selected for execution (column 11, line 52 to column 12, line 7, i.e. compare 
the identifiers). 

9. Raab does not teach wherein an executable version of the object is created if the first 
identifier matches the second identifier and extracting the identifier from the executable object. 

10. Metlitski discloses wherein an executable version of the object is created to be executed 
(paragraph [0204]). 

1 1 . Both Raab and Metlitski are related in the field of process protection. 

12. Paragraphs [0203]-[0208] disclose techniques for how to create a copy of an object for 
execution. 
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13. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to create an executable version of the object, since Metlitski states at paragraph [0002] 
that such a modification provide security and authentication of an executable program in an open 
architecture computer system. 

14. Moreau discloses extracting the identifier from the executable object (Figure 15 [block 
E72], column 7, lines 4-12, column 8, lines 35-42, column 27, lines 25-26). 

15. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to extract the identifier from the executable object, since Moreau states at column 3, 
lines 62-67 that using identifiers provides a means to share data objects over the network and 
transfer said objects from one site to another according to requirements, thereby ensuring that the 
object is not executed by a client that does not have permission or access to the object. 

16. Regarding claims 31, 38, and 46, Raab discloses wherein the second identifier is stored 
on the system (column 11, line 52 to column 12, line 7, i.e. second identifier stored on coordinate 
measurement system). 

17. Regarding claims 32, 39, 47, and 54, Raab discloses wherein the second identifier is 
stored on an external data storage structure (column 11, line 52 to column 12, line 7, i.e. second 
identifier stored on coordinate measurement system). 
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18. Claims 30, 33-35, 52 -54, 56, and 57 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Raab in view of Metlitski as applied above, and further in view of Moreau in 
view of U.S. Patent No. 6,788,800 to Carr et al., hereinafter Carr. 

19. Regarding claims 30, 37, 45, and 53, Raab, Metlitski, and Moreau do not disclose 
wherein the identifiers comprise a sequence of fields for creating a unique copy of the object and 
an ownership token between the object and the system. 

20. Carr teaches wherein the identifiers comprise a sequence of fields for creating a unique 
copy of the object and an ownership token between the object and the system (column 2, lines 
45-65, column 6, lines 28-46). 

21. It would have been obvious to ordinary skill in the art at the time the invention was made 
to have the identifiers comprise a sequence of fields for creating a unique copy of the object and 
an ownership token between the object and the system, since Carr states at column 1, lines 11-15 
that such a modification would aid in authenticating data using the embedded security data. 

22. Regarding claims 33, 41, and 49, Raab, Metlitski, and Moreau do not disclose wherein 
the first identifier is extracted from the stegano graphic zone of the object. 

23. Carr teaches wherein the first identifier is extracted from the steganographic zone of the 
object (column 4, lines 47-59). 

24. It would have been obvious to ordinary skill in the art at the time the invention was made 
to have wherein the first identifier is extracted from the steganographic zone of the object, since 
Carr states at column 1, lines 11-15 that such a modification would aid in authenticating data 
using the embedded security data. 
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25. With regards to claims 34, 42, 50, and 56, Raab, Metlitski, and Moreau do not disclose 
wherein the external data storage device comprises data for extracting the first identifier. 

26. Carr teaches wherein the external data storage device comprises data for extracting the 
first identifier (column 4, lines 37-59). 

27. It would have been obvious to ordinary skill in the art at the time the invention was made 
to extract the first identifier, since Carr states at column 1, lines 11-15 that such a modification 
would aid in authenticating data using the embedded security data. 

28. Regarding claims 35, 43, 5 1 , and 57, Raab, Metlitski, and Moreau do not disclose 
wherein the system identifier is encrypted. 

29. Carr discloses wherein the system identifier is encrypted (column 2, lines 56-65). 

It would have been obvious to ordinary skill in the art at the time the invention was made to 
encrypt the identifier, since Carr states at column 1, lines 11-15 that such a modification would 
aid in authenticating data using the embedded security data. 

30. Claims 36-51 are rejected under 35 U.S.C. 103(a) as being unpatentable over Carr in 
view of U.S. Patent No. 5,919,257 to Trostle, hereinafter Trostle, in view of Moreau. 

31. As per claims 36 and 44, Carr discloses a method for identifying unauthorized objects on 
a computer system comprising: 

(a) authorizing objects of the computer system by embedding a system identifier into the 
authorized objects (column 2, line 45 to column 4, line 28); 
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(b) determining the presence of the system identifier in objects of the computer, wherein 
objects that are not embedded with the system identifier are unauthorized (column 4, line 30 to 
column 5, line 46). 

32. Carr does not teach isolating unauthorized objects from the computer system and 
extracting an identifier from an executable object. 

33. Trostle discloses isolating unauthorized objects from the computer system (column 7, 
lines 28-42). 

34. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to isolate the unauthorized objects from the computer system, since Trostle states at 
column 7, liens 28-42 that such a modification would isolate objects that have unauthorized 
changes, which may be potentially malicious code. 

35. Moreau discloses extracting the identifier from the executable object (Figure 15 [block 
E72], column 7, lines 4-12, column 8, lines 35-42, column 27, lines 25-26). 

36. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to extract the identifier from the executable object, since Moreau states at column 3, 
lines 62-67 that using identifiers provides a means to share data objects over the network and 
transfer said objects from one site to another according to requirements, thereby ensuring that the 
object is not executed by a client that does not have permission or access to the object. 

37. Regarding claims 40, 48, and 55, Carr discloses wherein the system identifier is 
embedded in a steganographic zone of the object (column 1, lines 38-49, i.e. "steganographically 
embeds security data into the data"). 
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Conclusion 



38. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (571) 272-3792. 
The examiner can normally be reached on Monday thru Thursday 7-5. 

39. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

40. Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Christian LaForgia * 
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